Ilim ham jamiyet. ¥¢5.2026

JASALMA INTELLEKT (Al) ORTALIGINDA I0T MAGLIWMATLARIN
GOMOMORFIKALIQ ShIFRLAW ALGORITMLERI TIYKARINDA QORGAW
Saparniyazov Berdax Abdirazakovich — doktorant
saparniyazovberdax5@gmail.com
Saymanov Islambek Mirzabaevich — fizika-matematika ilimleri boyinsha filosofiya doktorz, docent
Murza Ulugbek atindag Ozbekstan milliy universiteti
Bazarbaev Axmet Qidirbayevich — oqitiwshi
Shaniyazova Nesibeli Userbayevna — ogitiwshi
Nokis mamleketlik texnika universiteti

B CPEJE HCKYCCTBEHHOI'O HHTEJUVIEKTA (M) 3AINUTA JAHHBIX 10T
HA OCHOBE AJITOPUTMOB 'OMOMOP®HOI'O IIM®POBAHUSA
CanapuusizoB beparax AdaupazakoBu4 — 0okmopanm
CaiimanoB Ucnambex Mup3zabdaeBud — 0okmop ¢uiocoghuu pusuxo-mamemamuieckux HayK, 0oyenm
Hayuonanvnoiii ynusepcumem Yzbexucmana umenu Mupzo Ynyebera
ba3zap6aeB Axmer KbiibipdaeBu — npenodasamens
lannszoBa Hecubenau YcepdaeBHa — npenodasamens
Hyxycckuii 2ocyoapcmeennblii mexnuieckuil yHugepcumem

IN THE ENVIRONMENT OF ARTIFICIAL INTELLIGENCE (Al),
IOT DATA PROTECTION BASED ON HOMOMORPHIC ENCRYPTING ALGORITHMS
Saparniyazov Berdax Abdirazakovich — doctoral student
Saymanov Islambek Mirzabaevich — Doctor of Philosophy in Physical and Mathematical Sciences, Associate Professor
National University of Uzbekistan named after Mirzo Ulugbek
Bazarbaev Axmet Qidirbayevich — teacher
Shaniyazova Nesibeli Userbayevna — teacher
Nukus state technical university

Tayanch so‘zlar: 10T, sun’iy intellekt, gomomorfik shifrlash, Paillier, BFV, CKKS, maxfiylik, kiberxavfsizlik, chizigli
regressiya.

Rezyume. Maqolada buyumlar interneti (10T) qurilmalari tomonidan hosil gilinadigan ma’lumotlarni sun’iy intellekt
(Al) muhitida gayta ishlash davrida maxfiylikni ta’minlash masalalari tadqgiq etilgan. IoT ma’lumotlarining xavfsizligini
ta’minlash maqsadida gomomorfik shifrlash algoritmlari (PHE, SHE, FHE) tahlil gilingan. SI modellarida (chizigli
regressiya misolida) shifrlangan ma’lumotlar ustida matematik amallar bajarish mexanizmlari, Paillier, BFV va CKKS
sxemalari misolida o‘rganilgan. Modellar aniqlik, hisoblash vaqti va xotiradan foydalanish bo‘yicha tagqoslanib, eng
samarali algoritm aniglangan.

Kuarouesbie ciioBa: 10T, HCKyCCTBEHHBII HHTEIUIEKT, roMmomopduoe mupposanue, Paillier, BFV, CKKS, kounduen-
[IMATBHOCTH, KHOEPOE30MaCHOCTh, TUHEHHASI pETpeccHsl.

Pe3iome. B cratee HCCIICAYIOTCS BOIIPOCHI obecrieueHust KOH(l)PIZ[eHLII/IaJ'ILHOCTI/I JAaHHBIX, TCHECPUPYCMbBIX YCTpOfICTBaMH
Wntepnera Bemeit (10T), mpu ux o6paboTke B cpenax uckyccrseHHoro uaTermiekTa (M), JIns obecnieuerns 6e30macHOCTH
nmanbbpix 10T mpoananu3upoBansl anroputMbel romomopdHoro mmmdposanus (HE) (PHE, SHE, FHE). Mexanusmsi
BBIITIOJIHEHHUA MATEMaTHYCCKHUX onepaum‘/i Hax SaHII/I(i)pOBaHHBIMI/I JaHHBIMHW B MOJACIAX nn (Ha npumepe JIMHEHHOM
perpeccun) usydensl Ha cxemax Paillier, BFV u CKKS. Mojenu comnocraBieHbl 10 TOYHOCTH, BPEMEHH BBIYHCICHUH U
3aTparaM MmaMsTH, U onpeaeicH Hanbonee (P EKTHBHBIN aarOpUTM.

Key words: loT, artificial intelligence, homomorphic encryption, Paillier, BFV, CKKS, privacy, cybersecurity, linear
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Summary. This paper investigates the preservation of data privacy generated by Internet of Things (10T) devices during
processing within artificial intelligence (Al) environments. To ensure the security of 10T data, homomorphic encryption
(HE) algorithms (PHE, SHE, FHE) are analyzed. The mechanisms for executing mathematical operations on encrypted data
within Al models (using linear regression as an example) are studied using Paillier, BFV, and CKKS schemes. The models are
compared based on accuracy, computational latency, and memory overhead, and the most efficient algorithm is selected.

Kirisiw. Bugingi kinde Buymmlar interneti (IoT) ham  Gomomorfik shifrlaw (Homomorphic Encryption — HE)
jasalma intellekt (AI) texnologiyalarmin integraciyasi aqilli  texnologiyast  bolip  tabiladi. HE  magliwmatlardi
uyler, medicina (IoMT) ham sanaat tarawlarin tap-  shifrlangan jagdayda saqlap, olar ustinde matematikaliq
tiykarinan ozgertip atir. Biraq, 0T qurilmalari tarepinen  ham logikaliq amellerdi orinlaw, keyin Al modellerin
toplanatugin jeke maghiwmatlardi (maselen, medicinaliq  qollaniw imkaniyatin beredi.
korsetkishler yamasa jeke maghiwmatlar) Al bulith Gomomorfliq shifrlaw sxemalar1 orinlaniwi mumkin
serverlerine qayta islew ushin jetkerip beriw tulken kiber  bolgan dmeller tari ham sanina qarap Gsh tiykargi toparga
qawiplerdi keltirip shigaradi. Déstariy shifrlaw wusillar1  bolinedi:
maglhiwmatlard1 qayta islewden aldin olardi deshifrlawdi Bolek gomomorfliq shifrlaw. Shifrlangan magliwmatlar
(shifrdan ashiwdi) talap etedi, bul bolsa server tarepinde  ustinde tek bir turdegi ameldi (tek qosiw yamasa tek
maghwmatlardin ~ shigip  ketiwine jol ashadi. Bul  kobeytiw) sheksiz marte orinlawga rugsat beredi. Misallar:
mashqalanin ~ birden-bir ~ fundamental ~ sheshimi  —  RSA (tek kobeytiw), Paillier (tek qosiw).
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Derlik gomomorfliq shifrlaw. Shifrlangan magliwmatlar
ustinde ham qosiw, ham koébeytiw amellerin orinlaydi,
biraq ameller san1 (asirese kdbeytiw shinjiri terenligi) qatan
sheklengen. Harbir amel shifrtekstke "shawqum" (noise)
qgosadi ham shawqim shegaradan asip ketse, magliwmatti
deshifrlap bolmaydi. Misal: BGV ham BFV baslangish
basqishlari.

Toliqg gomomorfliq shifrlaw. Shifrlangan magliwmatlar
ustinde qalegen matematikaliq funkciyalardi sheksiz
ormlaw imkanin beredi. Bugan SHE sxemalarina
“Bootstrapping” (shawqimdi kemeytiw ham shifitekstti
janalaw procesi) mexanizmin qosiw arqali erisiledi.
Misallar: BFV, BGVs, CKKS (haqiqiy/bolshek sanlar
ushin).

Adebiyatlardi talgqlaw him metodologiya. Bul
magqalada hazirgi kinde gomomorf shifrlaw ham IoT/Al
qawipsizligi  tarawindagi  izertlewlerdin  dinamikaliq
rawajlaniwi, informaciya qawipsizligin tamiyinlew usillari
ham qurallar1 sawlelendirilgen xaliqaraliq ham jergilikli
adebiyatlar ~ hamde  olardan  alingan  konceptual
magliwmatlar uyrenip shigildi. Bul tarawda birgansha
ilimpazlar izleniw alip barmagqta. Atap aytqanda, Gentry C.
[1:98] (2009), 6zinin dissertaciyasinda ideal panjereler
(reshyotka) tiykarinda qadagalawshi "Bootstrapping"
texnikasin usinis etken Paillier P. [2:231]. (1999). Pailler
kriptosistemasimin  avtort. Ol kompozit rezidualigqa
tiykarlangan qosiw gomomorfizmin dalillegen Fan.J. ham
Vercauteren F. [3:7]. (2012). BFV sxemasi bayanlangan
fundamental jumis. Pitin sanlar saqiynasinda (R,) shifrlaw
sharti ham kobeytiw ameli orinlanganda shawqimnin 6siw
tenlemeleri keltirilgen. Cheon.J.H., h.t.h. [4:415] (2017).
CKKS sxemasinin tiykari. Izertlewde bolshek ham haqiqry
sanlar ustinde juwiq gomomorfik esaplawlar algoritmi
keltirilgen bolip, Al neyron tarmaqlarindagr salmaq
koefficientlerin shifrlawda en natiyjeli sheshim sipatinda
korsetilgen ~ Olaniyi O.0. [5:5] (2025). Medicina loT
qurilmalart ham Al integraciyasinda CKKS ham BFV
gibrid modelin analizlegen. Magalada keltiriliwinshe, gibrid
FHE sxemalar1 real waqit rejiminde isleytugin sensorlar
qawipsizliginde dastariy Paillier usilina qaraganda
magliwmatlar 6tkeriwshenligin 18,4% ke arttiradi. Ullah.S.,
Li.J., h.itb. [6:3] (2025). ToT ortaligi ushin jenil salmaqli
gomomorf shifrflaw qollaniliwin tyrengen Zakirov.S.1.,
h.tb. [7:2] (2026). FHE usillar1 analizi konferenciya
materiallarinda IoT platformalarinda bulitlt esaplawlar ham
Al jardeminde boljawda gomomorf algoritmlerdi qollaniw
magliwmatlar bazasinin putinligin 99% ke tamiyinlewi atap
otilgen Rivest.R.L., Adleman.L., ham Dertouzos M.L.
[8:172] (1978). Magqalasinda "Kommerciyaliq
maglhiwmatlar bankleri" magliwmatlardi deshifrlamastan
qayta islewi mumkinligi haqqinda gipoteza qoyilgan.

Bul maqalada biz matematikaliq tiykarlar h&m misallar
menen eksperimentalliq talqilap kordik. Izertlewde real
waqit rejiminde isleytugin “Aqilli Medicina” (IoMT -
Internet of Medical Things) kardiologiyaliq sensorman
aliatugin magliwmatlar model sipatinda alindi. Sensor har
sekundta m,; (Jarek uriwi jiyiligi): 22 (Bul manis siziql
regressiya modelindegi 6zgeriw koefficienti yamasa bazaliq
interval ayirmasi sipatinda alingan, misali normadan
awisiw). m, (qan basimi korsetkishi): 25. korsetkishlerdi
generaciyalaydi. Jasalma Intellekt (AI) Serverinin
waziypast:  Shifrlangan  maglhiwmatlardi qabil etip,
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nawqastin uliwma kardiologiyaliq turaqliliq indeksin (F)ti,
yagnty, F(m,,m,) =2 -m; +m, esaplaw. Misali: IoT
temperatura sensor1 eki izbe-iz 6lshew maénisin jiberedi.
my; =22 ham m, =25 Al modeli us1 magliwmatlar

tiykarinda sizighh  boljaw funkciyasin orinlaw1 kerek
F(my,m,) =2-m; +m, boladi. Biz bul amellerdi
serverge absolyut shifrlangan jagdayda beremiz. Bul

waziypani ush algoritm (Paillier, BFV ham CKKS) arqali
ormlap, natiyjelerdi salistiramiz.

1-adim. Paillier (Toliq emes gomomorfik sxema)
Paillier sxemasinda ashiq gilt p,q 4piwayr sanlar
kébeymesi n=p-q ga tiykarlanadi. Gomomorfliq
qasiyeti, eki shifrtekst kobeymesi ashiq tekstlerdin
qosindisina ten, yagnry:

Matematikaliq tiykar.

E(m) = g™ - r™ (mod n?)
E(m,) - E(m,) (mod n*) = E(m, + m,)
E(m)¥* (mod n?) = E(k - m)

Esaplaw procesi (Shartli parametrlerde):

Aytayiq, n = 100, g = 101.

1. Shifrlaw: E(m; = 22) = ¢;, E(m, = 25) =c,.

2. Al funkciyas:: 2-m; 4meli ushin c? (mod n?)
esaplanadi.

3. Juwmagqlawshi shifrtekst: ¢ying = £ - ¢, (mod n?).

4. Deshifrlaw natiyjesi: m,o; = 2 - 22 + 25 = 69.

Qasiyeti: Tez isleydi, biraq bolshek sanlardi qollap-
quwatlamaydi ham funkciyada eki belgisizdi bir-birine
kobeytiw (maselen my - m,) imkansiz.

2-adim. BFV (Brakerski-Fan-Vercauteren — Toliq
Gomomorfhq)

BFV sxemas1 panjereler (Lattice-based cryptography)
ham RLWE (Ring Learning with Errors) mashqalasina
tiykarlanadi. Putin sanlar tstinde isleydi.

Matematikaliq  tiykart.  Ashiq  tekstler R, =
Z,[X]1/(X*+1) saqiynasina, al shifrtekstler bolsa R2
(g » t) ga tiyisli bolad1. Shifrtekst korinisi:

C =(cypc1) = ([a ‘s+e+4-mlg, [—a]q)

Bul jerde A4 = |q/t], s —jasirin gilt, e — shawqim.

- Gomomorf qosiw: C3 = (¢y + ¢o',¢q + ¢1')

- Gomomorf kobeytiw: Quramali tensor kobeymesi
jardeminde orinlanadi ham shawqum darejesi kvadratliq
osedi.

Esaplaw procesi:

1. Kobeytiw:
mugdari e, ~ e?.

2. Qostw: Cingr = Crur D E(25).

3. Deshifrlaw aniq putin sandi qaytaradi: 69. Shawqim
basqariwi ushin artigsha resurs (Relin_keys) talap etiledi.

3-adim. CKKS (Cheon-Kim-Kim-Song — Juwiq
FHE) CKKS neyron tarmaglar ham Al ushin arnawli islep
shigilgan, sebebi ol 22.0 yaki 25.0 kibi haqiyqiy ham
bolshek sanlar ustinde isleydi. Ol esaplawlardagr qateni
kishi masshtabta (scale factor 4 = 2%°) saqlaydi.

Matematikaliq tiykari. Tekstler kompleks sanlar
vektorinan almadi ham shifrlawdan aldin masshtablanadi:

E(m) = (co,c1) € R bunda ¢y +¢; - s
=m-4+ e (modq)

Esaplaw procesi: IoT maghwmatlari: m; = 22.000,
m, = 25.000.

1. ¢, = E(22.0 - 2%9), C, = E(25.0 - 2%9).

2. Al esaplawt: Cring; = E(2.0) O C; © Cs.

m; = 22,m2 = 25 € Rt'
Couue = E(2) ® E(22) -> Shawqim




3. Deshifrlawdan keyingi natiyje: 69.00012 (Kishi
shawqim sebepli juwiq aniqliq).
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2-keste: Sistema natiyjeliligi kriteriyalar1 salistir-
masl.

Natiyjeler. Eksperiment natiyjeleri tomendegi kriteriya- Resurs
lar boyinsha amelge asirildi, yagniy, esaplaw waqti - Sensor Aldoritm jumsaliwi | Shifrtekst | Islew loT
magliwmatin qayta islew dawamliligi (millisekundda). Yad g (CPU kélemi |waqti | saykesligi
jumsawi — Giltler ham shifrtekstler kolemi (Megabaytda). juklemesi)
Al beyimlesiwshenligi — Quramali kop qatlamli neyron 12 Judé joqart
tarmagqlardi ormlay aliw gabileti. Paillier | Jada pas 0.5KB ms (jenil
Salistiriw Kkestesi salmagql1)
.. | Esaplaw| Shifrtekst Al Maksimal Toémengi
Alg?!’ l':im waqtt | kolemi dA;_lglelgi beyimle- | kébeytiw oo 340 (Apparat
! (ms) (KB) 1 siwshenligi| shinjir BFV | Juda jogarn | 128 KB ms tezletkishi
- 100% | Toémen 0 k
erek
Paillier | 15 s | 05KB | (Patin | (Tek | (Kébeytiw h)
(PHE) san) s1zigl) joq) . 185 Ortas. a
heksi CKKS | Ortajoqar1 | 256 KB (Optimal
BEV 100% S(B?o;g- ms tensalmaqliq)
340 ms| 128 KB | (Putin Orta - L .
(FHE) san) trapping Talqilaw. En natiyjeli variant tanlaw. Eger loT
99.99%] Joqar: S‘f)leerll{serz) sistemas1 tek apiwayi sizigli agregataciyalardi (maselen,
: rtash Anisti 1 1 i tal t
CHS | oo 21| | o (g | gt i sl el e o e
shek) | tarmaq) penen) ’ ’ ’

Eksperimentte barliq algoritmlerge birdey waziypa
goyildi hdm témendegi natiyjeler belgilendi:
1-keste: Algoritmlerdin matematikaliq minez-qulqi
ham qatelik kérsetkishleri.

Yad: 0.5 KB).

Biraq, zamanagdéy quramali Al/Deep Learning
modelleri (maselen, IoT anomaliyalarin aniglaw neyron
tarmaqlart) bolshek koefficientler ham jedellestiriw

Kirgizilgen | Al funk- - Salistirma. | funkeiyalart (Sigmoid, ReLU approksimaciyasi) menen
Algoritm| maghwmat | ciyasmi Alingan |\ " gatelik | isleskeni sebepli, CKKS algoritmi e ndtiyjeli ham oprimal
thri ormlaniwi natiyje (Error) variant dep tabildi. Ol BFV ga qaraganda bolshek sanlar
Tek sizigh ustindegi dmellerdi ~45% tezirek orinlaydi (185 ms).
- Tek putin | qostw ham 0.0% Juwmag. IoT magliwmatlarin Al ortaliginda qorgawda
Paillier ] 69 . VI A
sanlar skalyarga (Aniq) gomomorf shifrlaw dastiriy sistemalardagi isenimsizlik
kobeytiw mashqalasin  tip-tiykarnan  sheshedi. Izertlew soni
Putin Qostw ham korsetedi, ameliyatta algoritm taflawda IoT qurilmasinin
0.0% s o ,
BFV sanlar/ kobeytiw 69 A esaplaw quwatliligt hdm Al modelinin quramalilig esapqa
Polinomlar |(Toliqg FHE) (Amq) alimiwi kerek. Keleshekte shetki esaplaw (Edge computing)
Haqiyqry | Kompleks < 0.00017% qurilmalart ushin CKKS sxemalarin apparat boéliminde
ham ham tap : 0 (FPGA/ASIC) tezlestiriw kiberqawipsizlik tarawimin en
CKKS , 69.00012 (Ruxsat .
bolshek sanlar etilgen) perspektivali bagdar esaplanadi.
sanlar  |(Jaqin FHE)
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