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SUMMARY
In the article Elementary particle Physics process®l objects are studied on the basis of the $sotgect principle
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The development of technology in the energy sectoformation security. Since to find a solution to théegra-
has started such a thing as smart network, bueste such tion and providing it information security is a ity task.

a network it is necessary to integrate various cEairof According to the Decree of the President No. PP24AR-

electricity in one managed network. So to solve fiheb- o
lem of the integration of scientists of many coigdrare gust 22 2019 bringing the share of renewable energy

conducting studies in the field of integration dteenative SOUrces by 2030 to more than 25 percent of the édta-
energy sources in the general electrical netwotk.dde of tricity generation [1]. The table below shows thetfier
the main aspects of integrated networks are torernsu development of renewable energy sources:

Forecast for an increase in generating capacity, MW Tri]te zg%r:rggggle%'c'
Ne The name of indicators 5023— 5030 Y :
2019r. | 2020r. | 2021r. | 2022r. o 2018r. 2030r.
Total 1074,: 886,6 [1961,!] 2061 14 017, 10C 10C
1. | Traditional enegy 1 05( 1 807 1777 | 2259, 10 910,. 9C 75
including capacity withdrawi - 1 06( 32(C 74C 4 28( - -
2. |Renewable energy souri 24,1 119.¢ 504t 542,. 7 387,¢ 1C 25
of them
2.1 |Hydropowe 24,1 119,¢ 204t 42,2 1487,t 1C 11,2
2.2 | Solar powe - - 30C 40C 4 30( - 8,8
2.3 |Wind powe - - - 10C 1 60( - 5
Table 1. Further development of renewable energyces

As in Figure 1, you can see the installed capasfityo- needed in information security, as the electricalwork
lar energy by 2030 will be 4,300 MW. The instabbatiof ~with such capability is strictly protected infrastture of
large-capacity solar power plants requires theimeation any State and its security is considered a prioEtysuring
to a common electric grid. Thus, the connectiorsolar the security of such systems have performed in gshas
power plants to a common network and their remotdgrol  based on the international standards for security.
require certain solutions to ensure informationuseg in Security begins with the identification of vulneildkes
the management of electric networks. as specified in the international standard ISO/IEO1,

Technology management of hybrid networks emanat®u need to identify vulnerabilities that can bepleited,
from the notion of intellectual networks (Smart @ri for damage [6].

which is used in the integration of renewable epery Vulnerability identified in the following areas:
centralized energy network, called the hybrid nekwa his * Organization of work;

technology provides the flexibility of the netwoakd will * processes and procedures;

manage all processes in the network and provide e established norms of governance;

uninterrupted supply of electricity to the end ui&r Also, * staff;

the International Institute of electrical and Etecics * physical environment;

Engineers (IEEE) give the following definition: 'fally « configuration of the information system;

integrated, self-regulating and self-healing powgstem  hardware, software and communications equipment;
network topology and incorporating assume all gatireg  dependency on external parties.

sources, main and distribution networks and allesypf The presence of a vulnerability is not harmful tseif,

consumers of electric energy, managed a singleanktef until used. The vulnerability that has no corresping
automated devices in real time "[3]. In terms ofior@al threats may not require controls but occasionallysinbe
energy technology laboratory (NETL) United Statdbe monitored for measurements. It should also be nitatl
Smart Grid-a set of organizational changes, newcgs® improperly implemented or incorrect functioning
model, information technology solutions, as well asnonitoring tool the means of control, which does iteelf
innovations in the field of APCS and dispatching is used incorrectly can be a vulnerability. Meanks o
management in the electricity industry"[4]. monitoring can be effective or ineffective, depengdion
Integrated network with above mentioned capalslitie environment in which it operates.
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Also after identify vulnerabilities, you must dedithe systems or other objects and their evaluation, xpaake
evaluation object (EO). conclusion what security tools to use, what methofls

EO is define as a set of software, hardware artsvand  information security is the most reliable.
and/or hardware, possibly accompanied by guides. Analyze cybersecurity energy systems. The problém o
Regarding ISO/IEC 15408 better balance between D acybersecurity energy systems is compounded by dbe f
any product IT is important only in one aspect:leson that more than 75% of energy equipment is of foreig
of EO, containing part of the product, IT shouldt i@ origin (not counting 100% computer and software) 98
mistaken to represent both an evaluation of theymbas a The modern condition in automated control systerhis o
whole, IT [7]. Also (picture 1) describes the copiseused technological processes (ASM TP) in the energyoseist

in the valuation and their interrelationships. characterized by the following numbers (the company
Examples of EO are [7]: Positive Technologies) [9]:
 program application; * every fifth vulnerability is eliminated for longé#nan a
* operating system; month.
« application program in conjunction with the opergti » 50% of the vulnerabilities allow an attacker to @xe
system; code.
« application program in conjunction with the opergti » 35% of vulnerabilities have exploits (special praogr
system and workstation; for cyber attacks using the vulnerability).
* operating system combined with workstation; » over 40% of Internet-accessible systems can hack
* integrated circuit smart cards; hackers-lovers.
 local computational network, including all the < a third of the Internet-accessible systems arehe t
terminals, servers, network equipment and software; United States.
 database application except remote client software, ¢ a quarter of vulnerabilities related to the abseote
usually associated with the application database. necessary security updates.
- * Vulnerable 54% of Internet-accessible systems in
| Evaluation Europe and 39% in North America.
There are several levels of technology in integrate
The owniers | providing networks [4]:
« level of generation transmission
rgire | * level of distribution
* level of consumption;
Confidence

* level of management;
+ information and communication level,
* physical level

appear
C"”“‘e’measurele’ Enough ! Each of the above levels needed being continuously
appear and thus monitored to determine the good condition of thetem,
e rapid response and reporting.
Correct —— Risk | And for the smooth functioning of the infrastru@ur
minimizes — necessary to ensure information security on attleof the
network.
| Assets | Information security today is the main area of @nc
in the world and its provision has considered beimg
Picture 1. The concepts used in the valuation &ed t priority. The energy sphere of the country is depélg
interconnection [7]. rapidly, as well as throughout the world, our miisk is to
Security connected to the protection of assetsetass build intelligent network by integrating alternativsources
are entities that represent value to anyone. Exasrgfl of energy in general electrical network for the vention
assets include [7]: energy and economic losses with the absolute magadi
« the contents of the file or server; of the power grid. And in the achievements of thgsals
« software and hardware; and simultaneously, it is necessary to ensure the
» the availability of the e-commerce process; development of information security infrastructbesed on
* access to limited access. international standards and, if necessary, devaklipnal
Become clear that identifying the vulnerabpilf standards in security the energy sector.
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REZYUME

Aqlli tarmoglar tushunchasi nisbatan yaqinda paldidi va butun dunyoni gamrab olishga muvaffaddiocAynan shu yo'nalishda
rivojlanayotgan mamlakatlarning energetik infraloasi yangilanishga muhtoj edi. Ammo ushbu miqgygsdatellektual elektr tar-
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moglarining integratsiyasi, albatta, axborot xazifgini yuqori darajada ta'minlashni talab giladishbu maqolada integratsiyalangan
tarmoqni joriy qilish va xavfsizligini ta'minlastchun xalgaro axborot xavfsizligi standartlari Ko'dchigiladi.
PE3IOME
Tlonsarue HHTEJUICKTYaJIbHBIX CETCH TMOSIBUJIOCH OTHOCHUTEIBLHO HEJAaBHO M YCII€JIO OXBATUTH BECH MUP. Tak kak *MEHHO OOHOBJIEHHE
B 3TOM HaAIIpaBJICHUN HYXXJAJIOCh B 3Hepl‘eTH‘IeCKOﬁ I/IH(i)paCprKType Pa3BUBAIOIIUXCA CTpaH. Ho HUHTErpanusi UWHTCIJICKTYaAJIbHBIX
JNEKTPUYECKHUX CeTell Takoro macuiraba o0s3arenbHO TpeOyeT obecrnedeHns: HHPOPMALMOHHON 0E30IIaCHOCTH Ha BBHICOKOM ypoBHe. B
pa60Te paccMaTpUuBarOTCA MEKAYHAPOJAHbIE CTAHAAPTHI 11O PIH(i)OpMaL[PIOHHOfI 0e30I1aCHOCTH JJI1 BHEAPEHUA U obecreuenus 6e30MacHO-
CTU MHTEIPUPOBAHHOMN CETH.
SUMMARY
The concept of intelligent networks appeared neddyirecently and managed to cover the whole wdrlte energy infrastructure of
developing countries needed to be updated in théstibn. But the integration of intelligent elecal networks of this magnitude neces-
sarily requires ensuring information security dtigh level. In this work we discuss internation@rglards in information security for

the implementation and security of an integrategvark.

KOMITBIOTEP TPA®UKACH TAJTABAJIAPHUHT ®A30BUI1 TACABBYPU
PUBOXIIAHUIIINHUHI OMUJIN CUDPATHIA
1.1 Inmmoa6ekoB — 0okmopanm
Huszomuii nomuoazu Towkenm dasnam nedazocuxa yHusepcumemu
Tasing cy3map: dazo, TacaBByp, ha3oBuil TacaBByp, (pazosuit Busyamuamrupum, CAD nactypnapu.
KiroueBble ciioBa: HpPOCTPAHCTBO, BOOOpakeHHE, MPOCTPAHCTBEHHOE BOOOpaKeHHE, MPOCTpaHCTBeHHas Buiyanusauus, CAD

IIPOrpaMMEI.

Key words: space, imagination, spatial imagination, spatiglialization, CAD programs.

ByryHru kyHaa, KOMIOBIOTEP TEXHOJIOTHSUIAPH KYNTHHA
KUHMH OynraH xucoOusaml >apaSHiIapuHM y3 3MMMacura
onmu. Macanan, apromMar mnpoekmusiamm  Ba 3D
MOJIeIUTAII THPHIIL. Ammo oy XKapaEHJIapHUHT
aBTOMamamyBu (a30BUH TacaBBYPHH PHBOXKIAHTHPHII
6kl 4u3Ma Oaxapuilga MYXaHIHCIUK TpaduKacuia
KyJUlaHWJIaurad ycyjulapAaH (oHjalaHull [IapT 3Mac,
JieraH ¢uxpra onub KenMaim. Kommsrotep
TEXHOJIOTHSUIApU KaHYaJIMK KywIn OYIMacHH, ogamiapcus
y Y3UHUHT MOXUATUHH HyKoTaau [1].

dazo apabua cy3 OYIMO, «OUYHK KCHI MaWJOH; KOMHOT;
XaMMa TOMOHTa 4YeKCH3 HyHanraH OYIIINK, OCMOH»
MabHOCHHH aHTJIaTa Iy,

TacaBByp — KHMIIMHHHI Hapca, XOIuca Ba LIy KaOuiap
XaK{Jard Taxpuoara acocjaaHral OMITUM-TYIITYHIACH.

dazoBuii TacaBBYp — NpPEAMETHUHT (a30BUIl MAKIMHH
UIPOK KMIIMOFU-KYPMOFH, SIIUTMOFH Ba Iy >KapaSHHH K3
OJIaMra KeITUPHIIHY EKU TACaBBYP KUIHII KOOMImsTH [2].

dazoBuii TacaBBYp KOOMIMATH Ba (pa3oBuil TacaBBYp
KYHHKMacH TEpMHMHJIApU OMp-Oupura yxmam MabHOJIAPHU

Oepcama, ymap opacuga (apk OOpIUTHHH  TabIUM
TICUXOJIOTUSICH TabKUTANIN. dazoBuit TacaBBYp
KOOWIIUSITH xaénna OupoH-61p OyroMHH

BH3YaJUTAIITUPUIITHUHT TyFMa KypuHUIIH OYica, (a3zoBuit
TacaBBYp KYHMKMacu  3ca  YKHII HaTmKacuaa
MIAKUTAHTHPHITaH KU OPTTUPHIraH Koommusr [3].

TanabamapHuHT (hazoBuii TacaBBYpUHH
puBoxJIaHTHpHII Macananapu M.PaxmonoB, O.Py3ues,
J.®.KyukopoBa Ba 0.K. Jap TOMOHHUJAH TATKUK STHITaH.
JlexwuH, Tanmabanap (hazoBwii TacaBBYpJIAPUHHHT
KOMITIOHEHTJIapH XaKWAa MablIyMOTiap erapiuia 3Mac.
KonaBepca, TanabGamapHuHr (a30BUil TacaBBYpJIapHHU
Oomkapum Ba ymapaa Oy KOOWIuATHH Oup Xwiga
PHBOXKIIAHHUIIM Macalac 4yKyp EpuTHiIMaraH.

I'ee MI. [4] Ba Maitep I1.X. [5] nap ¢asosuii
TacaBBYpHHHI OemTa KOMIIOHEHTH OOp JKaHJIUTHHU
Takb1ad yrumradH. Ymap:  ¢$a3zoBuil KaOyn Kwini,
(a3oBuil BU3yanuzays, MEHTaIb alIaHTHPHLI, (a3oBUH
MyHocabaT Ba (a3oBHil OpHEHTAITHSI.

Taptpe JILA. roxkopuma Kentupwirad — QasoBHi
TAacaBBYpHHMHI' OelITa KOMIIOHEHTHJA YXIIANUIMKIap Oop
neb xuco6sad, ynmapHu MKKATa (a30BUi BHU3yaiau3alus Ba
(ba3oBuil opueHTalMs Kabu KaTeropusiapra axparras [6].

dazoBuii BU3yanusanusi OMpoH-O1p OyroMHH XaénaH

alIaHTHPHIN, YHTa Y3TapTUPHII KUPHUTHII KOOWIHATH
6ynca, dazoBuit OpHeHTalusl 9ca, KUCMIIAPHUHT
KOMITAIIYBUHHU TYLIyHULITHD [4].

®a30Buil BU3yaJIn3alMila UHCOH OHTUAA )KUCMHHU

KOMIAaIyBUHN Y3rapTUPUIN Ha3zap/a TyTwica, (pa3oBui
OpHEHTAaLMsIla  9Ca, KYpUIl HYKTaCHMHU Y3rapTHPHII
Hazapaa Tytwiand. Slabiu, (a3oBUll OpHEHTALUALA JKUCM

Koliupa Typaad, KYpUII HyKTacdk GKH O#aM JKHCM
arpoduna aitnmananu [7].
Em xycycustinapuan nHoOaTra onrad XoJi1a, OJaMHU
aHram Ba (aszoBui KaOyn KWium TYpT Oockuura

aXpartwirai. bupuHYmcH, ceHCcOMOTOp  OOCKHMY -
TyFWiITaHgaH 2 €m OYiryHra Kagap BakTHH §3 HYWTa
onmaau. VKKWHYMCH, HWHTYUTUB OOockud — 2 &mman 7

émrava. YuuHun Oockmy 7 €mpman 12 Emrava OynraH
BakKTHH ¥y3 wumra omnamgd. Oxupru Oockwd ¢opMaib
onepanuon 0ynuo, 13 éunan Oonutanaau Ba karra émradya
JaBoMm dTaau (xammana xap xun) [8].

®da3zoBuil TacaBBypra TabCHp STYBYM OMUIUIapra &,
Taxxpuba Ba KUHC KaOHJIAPHH KUPUTHII MYMKHH [4].
MyxaHAuCIMK TabIMMHIAa TeHAep Macajacu  €m Ba
Taxxpubara HEUcOaTaH MyXHM axaMusT kacO 3tamu. Emr Ba
Takpuba (a3oBHIl TacaBBypra TeHICp Macalach KaoOu
Ky4JIH TabcUp Kypcatmaiinu [9].

®dazoBuit  TacaBBYp  Oyhmya  oymb  OGopwiraH
tankukoTiapHuHr tapuxuuu Crponr C. Ba Cmut P.nap 4
6ockuyra OyMIIraH.

bupurun 6ockuy 1901-1938imutapau 3 uunra onran
Ba  MCHXOJOIJIap  TOMOHWAaH  (a30BUIl  TacaBBYyp
PHUBOXKIIAHUIIINTA TABCUP ITYBUYH SATOHA ()aKTOPHHU aHUKJIAIIT
Ownan xapakrtepiaHamd. VkkwHam Oockua 1938-1961
HuutapHu y3 nunra ojaau. by naspja 6up HeuTa hakTOpHU
aHMKiIam Oyiinya wim osm0® Oopwirad. YuumHYM OOCKHY
1961-1982inmmapna. ®a3oBuii TaCaBBYp PUBOKIAHUIINATA

TAbCUP  OTYBUU  (HAKTOPJIAPHU  sHAAd  KyHaluIind
Ky3atwnaad. Macanan, €ni, OKMHC Ba  Taxpuba.
MyxaHIUCIIMK ~ KOMIbIOTEp  macrypiaapuma  2D-3D

TylmryH4anapu naipo Oymazm. 1970 dwuiapaan Oornnad
CAD Tusumiapu camapaid Ba HHKOp OTHO Oyimac
HHCTpyMeHTra aimanan. by maspma CAD  Tusumiapu
(akar yM3MaHM O3JEKTPOH Oakapulll MMKOHUHM Oepras.
TypruHun OGOCKMY XO3UpPrH KyHraya OYJraH AaBpHH ¥3
uaura oJazy. by JaBpra, KOMITBIOTEP
TEXHOJIOTHSUIApUHUHT (azoBuii TacaBBYpPHHHT
PHUBOXKJIAHUIINIa WKOOWI Tabcupu KysaTwiaMmokna. 2D Ba
3D CAD Tu3umiapd  MyXaHOWCIAHK  rpadukacu
TabJIMMUTaIark UIITHPOKU TabMHUHIAHIN [7].

buznuar  Qukpumuzya, TanabanmapHUHr  (azoBHUH
TacaBBypuHHA puBokiIaHTupuina CAD  Tusumimapumax
¢dolimanannm wkoduit Hatmka Oepagu. Komasepca,
tanabanapHUHT (a3oBHH TacaBBYPHUHHM PHBOKJIAHTAHIHMK
JapaKacuHU aHWKJAIl Ba Typyxaard Oapua Ttanmadanmapia
(a3oBuil TacaBBYpHMHI OHp XWIAa PHUBONJIAHUIIMHU
Ha30paT KWJIMII yYyH 9HT KyJIail BOCUTaHP.

@®a3zoBUil  TAacaBBYpPHHM  PHUBOXKIAHTHUPHUII  YKHUII
JaBPUHUHT OMPHHYM OOCKMYMAAH OOLLIaHHWIIM 3apyp 1eO
Oowramu3. by Basupanm MyxaHIUCIMK — rpaduracu
dammapunan  «Ym3ma rTeomerpus» (aHW 3WUMMAacHra




